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ABSTRACT Organizations share an evolving interest in adopting a cloud computing approach for Internet
of Things (IoT) applications. Integrating IoT devices and cloud computing technology is considered as an
effective approach to storing and managing the enormous amount of data generated by various devices.
However, big data security of these organizations presents a challenge in the IoT-cloud architecture.
To overcome security issues, we propose a cloud-enabled IoT environment supported by multifactor
authentication and lightweight cryptography encryption schemes to protect big data system. The proposed
hybrid cloud environment is aimed at protecting organizations’ data in a highly secure manner. The hybrid
cloud environment is a combination of private and public cloud. Our IoT devices are divided into sensitive and
nonsensitive devices. Sensitive devices generate sensitive data, such as healthcare data; whereas nonsensitive
devices generate nonsensitive data, such as home appliance data. IoT devices send their data to the cloud
via a gateway device. Herein, sensitive data are split into two parts: one part of the data is encrypted using
RC6, and the other part is encrypted using the Fiestel encryption scheme. Nonsensitive data are encrypted
using the Advanced Encryption Standard (AES) encryption scheme. Sensitive and nonsensitive data are
respectively stored in private and public cloud to ensure high security. The use of multifactor authentication
to access the data stored in the cloud is also proposed. During login, data users send their registered
credentials to the Trusted Authority (TA). The TA provides three levels of authentication to access the
stored data: first-level authentication - read file, second-level authentication - download file, and third-level
authentication - download file from the hybrid cloud. We implement the proposed cloud—IoT architecture in
the NS3 network simulator. We evaluated the performance of the proposed architecture using metrics such
as computational time, security strength, encryption time, and decryption time.

INDEX TERMS Big data, cloud computing, Internet of Things, multilevel authentication, lightweight

cryptography.

I. INTRODUCTION

In accordance with the advancement and wide use of Internet
of Things (IoT) applications and with the emergence of
wireless communication and mobile technologies, IoT and
cloud computing have become important concepts. [oT aims
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to provide connectivity for anything with minimum storage
and computing capabilities [1], [2]. Security is a major issue
in cloud-integrated IoT, and the user data stored in the cloud
requires secure protection [3]. A lightweight multifactor
secured smart card-based user authentication is introduced in
cloud-IoT applications [4]. Figure 1 shows the architecture
for cloud-integrated IoT, which consists of the hybrid cloud,
IoT devices, and users. The hybrid cloud includes public and
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FIGURE 1. Architecture for cloud-loT environment.

private cloud. The public cloud is used to store nonsensitive
data, whereas the private cloud is used to store highly
sensitive data.

The end-to-end secure communication architecture is
proposed for a cloud-connected IoT environment. Herein,
a constrained application protocol is proposed for a secure
communication between IoT and the cloud [5]. A homo-
morphic encryption system based on the ring learning with
error algorithm is used for cloud user authentication [6].
Role-based access control (RBAC) with the trust evaluation
(TE) algorithm is used to provide access control to IoT
resources. RBAC involves three TE algorithms, namely,
local trust evaluation algorithm, virtual trust evaluation
algorithm, and cooperative trust evaluation algorithm [7].
A lightweight IoT-based cryptography authentication scheme
is introduced to provide security in a cloud—IoT environment.
A proposed lightweight authentication scheme adopts a
one-way hash function and exclusive OR operation [8].
An advanced lightweight authentication scheme based on
formal and rigorous informal security analysis is proposed
for a cloud-assisted IoT environment. Formal security
analysis is performed through a random oracle model [9].
A trust-based [oT cloud environment is introduced to provide
a secure storage in a cloud environment. The past history
of each IoT device is collected using a centralized IoT
trust protocol considered for security analysis [10]. A secure
and compliant continuous assessment framework (SCCAF)
is proposed to protect user data in a cloud-assisted IoT
environment. The SCCAF provides guidelines for cloud
users in evaluating the security and compliance levels of
cloud service providers [11]. Lightweight context-aware IoT
services are provided to the user. Moreover, the enacted
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lightweight context-aware service uses a filter to forward the
most relevant data to users on the basis of their context [12].
The fuzzy analytical hierarchical process (FAHP) algorithm
is proposed to evaluate the influential factors in IoT. The
FAHP provides a satisfactory analysis of tangible factors,
namely, security, value, and connectivity [13]. A lightweight
bootstrapping mechanism is used for secure [oT services. The
Ephemeral Diffie-Hellman Over COSE protocol is used to
standardize key agreements in [oT devices [14].

The main aim of the current work is to propose a multilevel
authentication scheme that can provide enhanced security in
an integrated loT-cloud environment. The main contributions
of this work are summarized as follows:

> It proposes a hybrid cloud consisting of private and
public cloud that can improve the security of IoT
systems. IoT devices are also divided into sensitive and
nonsensitive devices on the basis of the type of data
produced.

> The security of sensitive data from sensitive devices is
ensured by encrypting them using RC6 and the Fiestel
encryption scheme. The encrypted sensitive data are
stored in a private cloud via a gateway device to provide
high security.

> Nonsensitive data from nonsensitive devices are
encrypted through the AES algorithm and then stored
in a public cloud via a gateway device.

> To protect cloud-stored data from malicious users,
this work proposes a multilevel authentication scheme
with trusted authority (TA). The multilevel authentica-
tion scheme is subdivided into three levels, however
adding (TA) to the proposed Cloud-IoT Environment
will result in extra cloud service cost, since the
Environment will deal with third party service.

> To prevent malicious users from reading stored files,
this work proposes a first-level authentication scheme.
At this level, users need to provide their user ID and
password to the TA. Then, the TA verifies these creden-
tials against registered credentials. If the verification is
successful, then the TA grants the users access to read
the files; otherwise, it rejects the request for access.

> To prevent unauthorized users from downloading files,
this work provides a second-level authentication scheme
in which users need to provide their biometrics, such as
fingerprint and retina, to the TA. Then, the TA verifies
the given credentials against registered credentials. If the
verification is successful, then the TA grants the users
access to download files; otherwise, it rejects the request
for access.

> The final level of authentication is proposed to protect
the data from unauthorized reading and downloading.
At this level, users need to provide their user ID, pass-
word, and biometrics to the TA. Then, the TA verifies
the given credentials against registered credentials. If the
verification is successful, then the TA grants the users
access to download and read the files from the cloud;
otherwise, it rejects the request for access.
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Il. ORGANIZATION OF THE PAPER

The rest of the paper is organized as follows. Section 3 back-
ground of previous works related to secure cloud-IoT
environments. Section 4 describes the security issues in
existing cloud-enabled IoT environments. Section 5 presents
the proposed technique and compares its performance
with those of existing methods. Section 6 evaluates the
performance of the proposed architecture and compare it with
existing methods. Finally, Section 7 concludes the paper and
highlights the future direction of this research.

Ill. RELATED WORK

One of the major issues in cloud-integrated IoT is security.
Many researchers have attempted to address security issues,
and their contributions are summarized in the subsequent
paragraphs.

Kazim et al. [15] proposed a novel framework for the
secure and dynamic access of IoT services in a multicloud
environment. To facilitate IoT multicloud collaboration, they
designed and implemented a novel protocol on a cloud
platform. The framework involves various stages, including
service matchmaking, authentication, and SLA management.
SLA management offers service execution in an external
cloud according to the agreed SLA, and it monitors the opera-
tion to verify whether or not cloud providers comply with the
agreed upon SLA. Al-Turjman et al. [16] proposed a seamless
and secure key agreement-based framework in cloud-assisted
IoT services. A seamless key approach satisfies security
properties using a bilinear pairing method and elliptic curve
cryptography techniques. In this work, a mobile sink strategy
was introduced for user authentication over cloud-based
environments. The proposed framework consists of seven
phases, namely, initialization, system registration, system
login, authentication, extraction of sensitive information, and
secret key updating. In the system registration phase, IoT
devices register their user ID and password to the TA. In the
system login phase, a user needs to enter their valid smart
card into the terminal to provide their credentials, such as
identity and secret keys. In the authentication phase, the
communication with the cluster head is authenticated. The
works in [15] and [16] described the limitation of stored data
in raw form, that is, they can be easily forged by malicious
users.

Huang et al. [17] proposed a secure and fine-grained data
access control for IoT devices. IoT devices send data to a
cloud server through a wireless channel. To enhance data
security and address the privacy issues in IoT, the authors
introduced data protection based on ciphertext policy
attribute-based encryption (CP-ABE). They also proposed
the outsourced encryption and decryption mechanism in
hierarchical ABE. This method employs an appropriate
delegation mechanism based on hierarchical ABE and
involves a TA and a number of independent domains with
authorities. Each domain authority requests secret parameters
from the TA, which then generates attribute keys for IoT
devices. The method reduces the workload of the TA and
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achieves scalability in large-scale IoT devices. Herewith,
the proposed CP-ABE scheme considers other attributes for
verification, and thus, the locations of attributes in an access
policy are critical.

Alkeem et al [18] proposed a new system for
cloud-enabled IoT devices. It comprises two stages: in the
first stage, the user updates their healthcare-related data in
the cloud for future use; in the second stage, information
is retrieved from the cloud, and the cloud server shares the
requested data according to user access privileges. The BSN
starts collecting different types of data from the patient’s
body and then encrypts and sends the data to a mobile
phone using Bluetooth or NFC technology. After receiving
the encrypted message from the BSN, the mobile phone
sends an authentication request to the GSM server. The GSM
server sends the authentication request to the mobile phone
to ensure that the user is authenticated. The mobile phone
receives the triplets from the server for authentication. After
authentication, the encrypted data with a secret key are sent
to the DHA private cloud with an allocated time stamp. The
limitation of this work is that the user authentication is not
effective because of its few parameters as credentials for
verification that make the forging of stored data easy.

Xu et al. [19] proposed a fast and parallel search algorithm
over public key cipher texts for cloud-assisted IoT. This
scheme is based on the computation bilinear Diffie—Hellman
assumption in the random oracle model. Without any search
trapdoor, no one knows the semantic information of keywords
encrypted by searchable cipher texts. Moreover, no hidden
relationship among those searchable cipher texts is leaked.
With the keyword search trapdoor, only the corresponding
hidden relationship is disclosed, and only matching cipher
texts can be found. Herein, user authentication is not
performed, hence the loss of stored data in the cloud
environment.

Mollah et al. [20] proposed a secure data storage in
cloud-integrated IoT systems. This scheme utilizes secret
key encryption and public key encryption. In the proposed
technique, all security operations are offloaded to nearby
servers; hence, the processing burden is reduced. A searching
scheme was also proposed for secure search using authorized
users within encrypted, stored, and shared data in the cloud.
After completing the search process, verification is initiated,
in which case the shared data are retrieved. This scheme
ensures the integrity of shared data and search resultant
data. Elmisery et al. [21] proposed a technique for privacy
protection in a cloud-assisted IoT environment. Cloud-IoT
services offer opportunities to users to directly communicate
with healthcare professionals. Personal IoT devices integrate
collected health data at a central cloud service to extract
useful information from users. The proposed cloud service
relies on a centralized approach in which user data are
collected and stored on the server. It also complies with
the data privacy laws applicable to the service. The works
in [20], [21] are limited because the security of outsourced
data is poorly maintained.
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Tao et al. [22] proposed a security service framework for
IoT that is based on a multilayer cloud architecture model.
This model enables effective and seamless interactions on
devices provided by IoT services. The model comprises
private and public cloud to provide high security to user data
in cloud storage. Highly secured data are stored in a private
cloud, whereas normal data are stored in a public cloud,
which can easily be accessed by cloud users. This work has
several limitations, such as the absence of authentication for
cloud users that may in turn reduce the security of data.

Hao er al. [23] proposed a fine-grained data access
control with a attribute hiding policy for cloud-based
IoT. A fine-grained access control policy was also put
forward to support an excessive access policy with full
attributes hidden for cloud-based IoT. Herein, attribute-based
information is fully hidden using a randomizable technique.
A fuzzy attribute positioning mechanism is used to locate
the attributes of authorized users efficiently. A garbled bloom
filter is used for this process. However, the study’s use of the
garbled bloom filter causes a high number of false positives,
which indicate that an attribute is a member of an access
policy group when it is really not.

Belguith et al. [24] proposed a secure outsourcing of
multi-authority attribute-based encryption with a hidden
policy for cloud-assisted IoT. A scheme called policy
hidden outsourced attribute-based encryption was proposed
to provide a secure storage for user data in cloud-enabled
IoT architecture. The use of a hidden access policy provides
enhanced security to user attributes and thus improves
efficiency in the data sharing mechanism. However, the
security of users’ stored data was not considered in this work
because it focused on user attribute protection.

Liu et al. [25] proposed a privacy-preserving raw data
collection in a cloud-assisted IoT environment. In the
proposed technique, no TA is added to verify authorized
users. Individual data are stored in raw format to enhance the
stored data value for users. Herein, a cloud server generates
a key pair using parameters. Elgamal-based encryption was
proposed to ensure the security of data from IoT devices.
However, without a TA, storage in a cloud-enabled IoT
environment cannot be secured.

IV. PROBLEM STATEMENT

This section describes the problems in the current cloud-
integrated IoT environment. Guan et al. [26] proposed effi-
cient and secure data acquisition from cloud-supported IoT.
In this work, a CP-ABE scheme was proposed for efficient
and secure data acquisition in a cloud-supported IoT envi-
ronment. The attributes of user information are encrypted
using a threshold secret sharing scheme (TSSS). However,
this CP-ABE scheme considers numerous attributes for
verification; thus, the locations of attributes in the access
policy are critical. The TSSS method divides a secret key
into “n” shares, which are as large as the secret key itself.
Therefore, the secret key is compressed before sharing.
However, the same is not possible for high-quality data.
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Ramu [27] proposed a secure cloud framework that is based
on a modified CP-ABE (MCP-ABE) scheme and bloom
filter. In this MCP-ABE scheme, all the attributes and their
values are hidden. The attribute bloom filter (ABF) method
is used in data decryption by evaluating the presence of
attributes in the access policy and identifying their positions.
However, the ABF is prone to false positives, which indicate
that an attribute is a member of the access policy when it
really is not. Yang er al. [28] put forward a file change
with security (FCS) proof stored in a cloud service system.
In the data modification process, a user sends a request
message to the CSP, including the block signature, data block
ID, and versions. On the basis of the modification process,
data insertion and data deletion are performed in the CSP.
In the data modification process, a user sends a request to
the CSP, including a block signature, modified data, and
data block ID without encryption. This process may lead to
the forging of data block information by malicious users.
The cloud client user generates a key and encrypts the data
using a bilinear pairing method without any authorization.
Dhillo and Kalr [29] proposed a multifactor cloud-enabled
IoT service scheme. User biometrics, ID, and password
are concatenated and provided to users as smart cards.
In the registration phase, a data owner sends a request
message, along with their name, to the TA. In the data
user registration phase, a user sends their ID, password, and
biometrics to the cloud server. After the user registration
phase, the CSP concatenates the user ID, password, and
biometrics. The concatenated information is then sent to the
user via the smart card. This smart card can be forged by
malicious users. Multiple Secure Hashing Algorithms (SHA)
provide an enhanced security and durability level of the
Multifactor Authentication systems [30]. The authors in [31]
provide a cloud-based framework for agent cooperation
to enable collaboration among fog computing devices and
form a cooperative IoT service delivery system. A mobility
management architecture for the delivery of 5G-1oT Services
is presented in [32]. Ridhawi et al. [33] proposed a
Mobile Edge Computing (MEC) solution that enables node
collaboration among IoT devices to provide reliable and
secure communication between devices and the fog layer on
one hand, and the fog layer and the cloud layer on the other
hand.

Existing methods clearly suffer from limitations when used
in cloud-IT integration. In the current work, we address these
problems using our proposed highly secure authentication
and encryption schemes.

V. PROPOSED WORK

This section explains the proposed multifactor authentication
and lightweight cryptography encryption schemes used for
the secure integration of the IoT and cloud environment.

A. SYSTEM OVERVIEW
Our proposed work enhances security through multifactor
authentication and cryptography encryption schemes.

113501



IEEE Access

S. Atiewi et al.: Scalable and Secure Big Data loT System Based on Multifactor Authentication

Cloud User Request

' Read

<" Type of Request ,:_D,v’ UseriD& [

Password  /
! Read &Download

/ /  Download
/' Biomemics |

/  Biometrics and
/ ID /Password

v

/' Trusted
B puthorty |
p- b
No ' B Yes
Grant users accsss
b o
Y S,

Reject users request

Hybrid Cloud
Sensitive and non sensitive data

FIGURE 2. Procedure of multifactor authentication and lightweight
cryptography method

As shown in Figure 2, the types of user’s requests are
categorized into three categories downloading, reading, and
both. In case the request is made only for reading contents
from the cloud, the user is given permission through the
password and user Id. In the case that the user requests to
download content from the cloud, the cloud user will be asked
for his biometrics, if the user’s request is both cases (reading
and downloading content) the password and the user name
are used in addition to the biometrics. In all scenarios of
the request’s success, the trusted authority gives the user the
permission to access the hybrid cloud otherwise, his request
is rejected

The proposed cloud-enabled IoT architecture comprises
IoT devices (sensitive devices (S, S2, ...S,) and nonsensi-
tive devices (NS1,NS2,,...NSy)), cloud (private and public
cloud), TA, users, and gateway (Figure 3). To protect
cloud-stored data from unauthorized users, we provide
multifactor authentication to users. Furthermore, we protect
data from IoT devices by encrypting the data using RC6 and
Fiestel encryption schemes. Sensitive data from sensitive IoT
devices are encrypted using RC6 and Fiestel encryption. The
encrypted data are stored in a private cloud. We store highly
sensitive data in a private cloud to provide high security to
stored data. Sensitive data are also encrypted using the two
aforementioned schemes to avoid forging. Nonsensitive data
from nonsensitive [oT devices are encrypted using the AES
algorithm because they contain nonsensitive information
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FIGURE 3. Architecture for proposed cloud-loT environment.

that is stored in a public cloud. Sensitive and nonsensitive
data are respectively stored in private cloud and public
cloud via a gateway device. To provide high security to
the stored information, we implement user authentication
to access stored files. The TA performs user authentication
through registered credentials, such as user ID, password, and
biometrics (e.g., fingerprint or retina). The TA provides three
levels of authentication when a user reads or downloads a
file from the private and public cloud. In the first level of
authentication, the TA verifies the username and password
to provide read access to the files in the public cloud.
The second level of authentication is performed when the
user wants to download a file from the public cloud. The user
is authenticated via biometrics, such as fingerprint or retina.
Lastly, the third level of authentication is performed. The TA
receives the user ID, password, and biometrics from the user
and then provides them with access to read and download files
in the private cloud. Figure 3 shows the proposed architecture
for the cloud-IoT environment. The proposed architecture
comprises four entities, namely, hybrid cloud, IoT devices,
gateway, and TA.

B. IoT DEVICES

IoT devices are capable of sensing, communicating, and
processing data with built-in sensors, through which things
can be connected to the Internet. It generates and distributes
the data to the gateway via a wireless communication channel.

C. GATEWAY

The gateway device serves as a relay node between the cloud
server and IoT devices. It simultaneously receives data from
IoT devices and outsources the sensed data into the cloud.
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D. TA
The TA is a trusted third party that is responsible for protect-
ing stored data from malicious users and authenticating cloud
users. The TA also provides authentication to authorized
users.

E. CLOUD SERVER

Our work uses a hybrid cloud, which is a cloud computing
environment that consists of a mix of a public cloud and a
private cloud, to perform distinct functions within enterprises.
Such a hybrid cloud organization can improve efficien-
cies by employing public cloud services for nonsensitive
information. A private cloud environment provides not only
security but also applicable requirements for data handling
and storage.

F. DATA ENCRYPTION

In the proposed architecture, the IoT devices include sensitive
and nonsensitive devices. The encryption schemes used vary
with the device type.

i. Sensitive Data: Encryption using RC6 and Fiestel
ii. Nonsensitive Data: Encryption using AES

G. SENSITIVE DATA ENCRYPTION (RC6 AND FIESTEL)
Sensitive device data are divided into two parts to protect
them from malicious users. One part of the data is encrypted
using the RC6 encryption algorithm, and the other part is
encrypted using the Fiestel encryption algorithm. Even if
an unauthorized user manages to obtain an encryption key,
this user would still be unable to fully read the data. Let
us consider a sensitive device S; data that are split into S;,
and Sjp.

1) RC6 ENCRYPTION

Siq 1s encrypted using the RC6 encryption algorithm. RC6 is
a symmetric key block cipher derived from RCS5. It contains
anormal block size of 128 bits and supports key sizes of 128,
192, and 256 bits up to 2040 bits. RC6 encrypts data at a
high speed with low code memory. The RC6 algorithm has
six basic operations to encrypt and decrypt a given text:

Integer addition (a + b),
Integer subtraction (a — b),
Bitwise exclusive OR (a A b),
Integer multiplication (a * b),
Rotate left (a < b),

Rotate right (a > b).

YYVYVYVY

The RC6 encryption is shown in Figure 4(a). Sj, is stored
in four w-bit RC6 registers, that is, A, B, C, and D. The
process of RC6 encryption and decryption consists of three
stages, namely, prewhitening, postwhitening, and inner loop
rounds. The prewhitening and postwhitening steps remove
the possibility of the plaintext revealing part of the input in
the first round of encryption and the ciphertext revealing part
of the input in the last round of encryption.

VOLUME 8, 2020
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TABLE 1. Pseudocode for sensitive data encryption.

Pseudo Code for Sensitive Data Encryption

RC6 Encryption
Input : Raw data S;, stored in four w-bit input registers A, B, C, D
Number of Rounds: K
W-bit round keys S [0, ...., 2R+3]
Output: Ciphertext of given data stored in A, B, C, D
Procedure
//Prewhitening
B =B+ S[0]
D=D+S[1]
//Tnner Loop Rounds
fori=1toKdo
{
t=Bx(2B+1))<<<log,w
u=(Dx 2D+ 1)) <<<log, w
A=((A t)<<<u)+S[2i]
C=((C u)<<<t)+S[2i+1]
(A,B,C,D)=(B,C,D,A)

//Postwhitening
A=A+S[2r+2]
C=C+S[2r+3]
Fiestel Encryption
Input: Raw data S;;, given as input to the Fiestel
Round Function : F and “r” rounds
Round Keys: K, .. K,
Output: Ciphertext of given input
Procedure
//Data Splitting
Sip=Sip, T Sibg
Compute Sy, (r + 1) and S, (r + 1) functions — equation 1 and 2

Ciphertext = S &S

ibRi1 i1

The pseudocode in Table 1 shows the RC6 and Fiestel
encryption algorithms used to encrypt sensitive data. log2 w
represents the rotation of the w-bit data. Variables t and u are
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used to store the computed values. Initially, registers B and D
undergo prewhitening. Thereafter, the inner loop rounds are
executed, that is, the four registers undergo the rotate left,
rotate right, and addition operations. Using these processes,
RC6 converts the given text into ciphertext. This encryption
process is reversed in the decryption process.

2) FIESTEL ENCRYPTION

The Fiestel algorithm is used to encrypt the other part of the
divided data, i.e., Sjp. In cryptography, the Fiestel cipher is a
symmetric technique used to construct block ciphers. In this
encryption scheme, the encryption and decryption operations
are similar and are thus easy to implement. The proposed
Fiestel algorithm splits the data into two parts to improve
the security of the encrypted data. The pseudocode for the
Fiestel encryption scheme is illustrated in Table 1. The Fiestel
encryption scheme encrypts the data at a rapid rate, which is
important in encryption operations. The encryption process
of the Fiestel algorithm involves multiple rounds of handling
raw data. Each round has a substitution process monitored
by the permutation process. Virtually all rounds in the Fiestel
encryption process are similar.

Let F be the round function of the Fiestel cipher, and let
Ko, K1, ... K, be the subkeys for rounds 0,1,..n, respectively.
Data S;p, are split into two equal pieces S;p, and S;p,. For each
round r =0, 1....n, we compute

Sipy (r + 1) = Sipg(r), (D
Sipg r + 1) = Sipr, (r) ® F(Sipg, K), (2)

where @ represents the XOR operator and K; represents the
key value. Then, the ciphertext is attained as Sp,,, and Sjp, , ;-
One of the advantages of the Fiestel encryption scheme is that
the round function does not need to be invertible.

Figure 4(b) illustrates the Fiestel encryption and decryp-
tion operations. The major advantage can be seen in
the diagram, that is, the given raw data are split and
then subjected to the encryption process. This method of
encryption and decryption increases the efficiency of both
operations. The decryption process is the reverse of the
encryption process, that is, key values are provided from the
last value to the first value.

By using the two lightweight cryptography algorithms,
namely, RC6 and Fiestel, we provide security to the IoT data.
The encrypted data are stored in the hybrid cloud via the
gateway device, which acts as a communication link between
the IoT device and the hybrid cloud.

H. NONSENSITIVE DATA ENCRYPTION (AES)

Non-sensitive data are produced by non-sensitive IoT
devices. Hence, we use the AES algorithm to encrypt
non-sensitive data.

The proposed AES algorithm is a variant of the Rijndael
algorithm, which has a fixed block size of 128 bits and key
sizes of 128, 192, and 256 bits. AES basically repeats four
major operations to encrypt data. It then takes a 128-bit block
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of data and key and generates a ciphertext as the output. The
four operations are

> Byte substitution

> Shift rows

> Mix Columns

> Add round key
The AES algorithm is based on the substitution and
permutation network.

I. BYTE SUBSTITUTION

Byte substitution is the first process in the AES-based
encryption scheme. Herein, 16 bytes of input data are
substituted by looking up a fixed table (S-box). The result
of this process is provided in a matrix of four rows and four
columns.

Before Byte Substitution After Byte Substitution

04 EA 65 85 F2 87 4D 97
5D 45 96 83 4c 6E 90 EC
98 FO AD 33 46 8C 95 C3
Cs 2D BO 5C A6 D8 E7 4A

FIGURE 5. Example of byte substitution.

Figure 5 depicts the byte substitution example of 4 x 4
matrixes, where the bytes on the left are converted to bytes
on the right after substitution.

]| G e [ e [l [ e

74 | B6 | 96 | 69 | B3 A3 | OB | F6 | DB | OD | 6D | B7 | 2D | C2 | AC | F4
28 | A6 | FA [ D1 | C1 | 94|84 | A3 | 8D | 9E |GE |F3 (DC (D8 | 4E | 58
24 | B4 | C3 | 43 | FB D4 | 5D | 42 10 (00 |0OF [ 68| 7F | 2C 11 | 47

FA | 65 | FF | C5 | Al | GE | 2F | B3 | 51 | A7 | BC | ADO| 8F | F3 | 93 | 32

31 | D0 | DF [ C4 | EF CO | 6C | F7 | 92| 53 [ 30 | 37 | 44 | 4C | 1B | 35
53 |AA|3F |74 |SF | 4D | D2 | BE | 53 [ 55 [53 |28 | 8A [ 7€ | 1D | F7
67 | 32 [ 8F [97 | 19| as

00 | 62 | EA | EC | 69 | 97 | DB | 18 | 38 [ 02 | 20 | D9 [ 9F [ FD | D2 | DA
Al |02 | EF | FC [5E | 1D | 90 | 40 | 46 | 92 | 2D | 6E [ O1 | B8 | EB | CC
68 | 1C | 27 | F9 | 5A | 41 [ F2 | BB | 1B | 28 | 7E | 6B [ C7 | 95 | {6 | 54

EV 1 BF 9t 35 1 DD | AF 2 1 52 1 88 | B8 G6A | 20 r-l B4 | 49 DE
E1 | FE 72 |38 | 7F | A6 | 7C | SA | 30 | CF| BD|F8 | B9 [CC| B9 | C3
3B 1E 24 | 2 T DA | 9 DE &F 43 33 Ccl a5 88 54 61
oc o2 F2 |70 Fs | A5 | e1 e |oF| a9 er | se|aF|oz|ea]as
ac EC oD | 63 B3 ac 1] 83 c8 A7 | 8C 5 10 47 BB | FA |

1|mcn|m)mm-lm!uhmmuc‘.
N
5
-
2
=
3
=
o
B
-]
o
2
3
8
-
8

FIGURE 6. Byte substitution process.

As shown in Figure 6, Given a 2-byte input, the 2-byte
output is found by selecting the row using the outer byte
(0), and the column using the inner byte (4). For example,
an input “04” has outer byte “0” and inner byte “4”’; the
corresponding output would be “F2”.
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J. SHIFT ROWS

Shift row is the second process in the AES encryption
scheme. Here, each of the four rows of the matrix is shifted to
the left. Any entry that falls off are reinserted on the right side
of the row. Shifts are carried out using the following steps:
The first row is not shifted.

The second row is shifted one (byte) position to the left.
The third row is shifted two positions to the left.

The fourth row is shifted three positions to the left.

The resultant is a new matrix consisting of the same
16 bytes but shifted with respect to one another.

YYVYVYY

Before Shifting Rows After Shifting Rows

F2 8 | 4 9 F2 § | 4 97
Shift operation

i | 6 | o | EC \@/ 6 | o | EC| 4

46 8C 95 a — @% 95 C3 46 8C
/ \gg /g ™

A6 D8 E7 4A 4A A6 D8 E7

FIGURE 7. Example of shift rows.

Figure 7 depicts the shifting rows of a 4 x4 matrix, in which
the first row is not shifted and the other three rows are shifted
to the left. The shift row operation permutes bytes between
columns by shifting the column value of each byte to the
left side. This shifting operation is performed throughout the
matrix, except for the first row.

K. MIX COLUMNS

The mix column is the third process in the AES encryption
scheme. Each column is processed separately. Moreover,
each column of four bytes is converted using a special
mathematical function. This function takes a four-byte input
of one column and produces a four-byte output. The result is
another new matrix that consists of 16 new bytes. This process
is not performed in the final round.

Before Mix Columns After Mix Columns

F2 87 4D 97 40 47 | A3 97
6E 90 EC 4c 2311 \ 37 70 9F 4
1231

Al1123

95 3 46 8C 45 ) 94 AS
3112

4A | A6 | DS | E7 3A 8B A6 | E4

FIGURE 8. Example of mix column.

Figure 8 demonstrates the mix column operation, in which
the output from the previous process is a matrix multiplied by
the matrix depicted in Figure 7. Upon multiplying this matrix
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with the previous output values, we obtain the mix column
output. This output is given to the next process to obtain the
cipher data of the given plain data.

L. ADD ROUND KEY

The add round key process is the final process in the AES
encryption scheme. The result from the previous step is
considered as a 128-bit input, and the operation involves
XORing the 128-bit data with a 128-bit key. The result from
this round is described as the cipher data of the given plain
data.

Before Add Round Key After Add Round Key
40 47 A3 97 40' 47 A3 97"
37 70 9F 4C 37 70" 9F 4C
Wi | Wisy Wisa| Wi
45 42 94 AS @ I.uu 45" 42' 94' AS'
3A 8B A6 E4 3A° 8B’ A6' E4'

FIGURE 9. Example of add round key.

Figure 9 demonstrates the example for the add round
key, in which the output from the mix column operation
is converted to cipher data. The output from this process
is the cipher data of the given input. By utilizing the AES
encryption method, we encrypt our nonsensitive data effec-
tually. The decryption process is similar to the encryption
process, that is, the four operations described previously are
performed in reverse order.

M. USER REGISTRATION

In the user registration phase, users register their credentials
with the TA so that they can be authenticated to access data
in the cloud. In our work, users need to provide their user
ID, password, and biometrics, such as retina and fingerprint,
to the TA. After receiving credentials from users, the TA
provides a pseudo ID for each user. After a successful
registration, each user can request the TA for authentication
to access data in the cloud. A user needs to provide their
credentials in each level of data to access the stored data
securely. The TA authentication process is explained in the
subsequent sections.

N. MULTILEVEL AUTHENTICATION
Access to data in the cloud is provided by the TA through a
multilevel authentication scheme. The level of authentication
required is based on the type of file access that the user wants
to perform, as explained below.
1. First-level authentication - read files (public cloud)
II. Second-level authentication - download files (public
cloud)
III. Third-level authentication - read or download files
(private cloud)
Figure 10 illustrates
operation.

the multilevel authentication
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User Trusted Authority

Public Cloud L Private cloud

Public Cloud request

m &

Grants Access

Read File @

Public Cloud request
¢

Grants Access

Private Cloud request
m@ 8 @ E

Grants Access

Download file @

Read & Download ﬁle@

Public Cloud Request 73] 8

—

Access Rejected

FIGURE 10. Multilevel authentication.

O. FIRST-LEVEL AUTHENTICATION

The first-level authentication is performed to read the files
that are stored in the public cloud. Figure 10 shows the
multilevel authentication. In this figure, symbol 1 read file
represents the first level of authentication. In this level,
the user needs to send a read request together with their user
ID and password to the TA. The TA verifies the user-provided
credentials against the registered credentials. If they match,
then the access to read the file in the public cloud is granted,
and the key used to decrypt the data is given to the user.

P. SECOND-LEVEL AUTHENTICATION

The second level of authentication is required to download
files from the public cloud. In Figure 10, the second level
of authentication is represented by symbol 2. A user sends
a request to download a file from the public cloud together
with their biometrics, such as fingerprint or retina, to the TA.
After obtaining the credentials from the user, the TA verifies
the received credentials against the registered credentials.
If the registered and received credentials are similar, then
the TA allows the requested file from the public cloud to be
downloaded and sends the key required to decrypt the file.

Q. THIRD-LEVEL AUTHENTICATION

Third-level authentication is the final step in the multilevel
authentication approach. After a successful completion of
the first and second levels of authentication, the user can
enter the third level of authentication. Herein, the user needs
to send a private cloud request along with their credentials,
such as user ID, password, and biometrics (e.g., retina
and fingerprint, pseudo ID). The TA receives the user ID,
password, pseudo ID, and biometrics from the user. If these
credentials match the registered credentials, then the TA
provides access to read and download files from the private
cloud; otherwise, it rejects the request.
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VI. PERFORMANCE EVALUATION

In this section, we evaluate the performance of the proposed
architecture and compare it with existing methods, namely,
FCS, MCP-ABE, and CP-ABE. The performance metrics
used are computational time, security strength, encryption
time with respect to key size and message size, and decryption
time with respect to key size and message size. This section
is divided into three subsections, namely, experimental setup,
performance metrics, and comparative analysis. The experi-
mental setup section explains the simulation environment and
simulation parameters.

A. EXPERIMENTAL SETUP

In this section, we describe our experimental setup. We imple-
ment our proposed architecture in the Network Simulator
3.26 (NS3.26) tool installed in an Ubuntu operating system.
The NS3.26 simulator is a discrete event simulator that
supports the simulation of different types of networks. The
NS3 simulator is developed to provide an open, extensible
network simulation platform for networking research and
education. Hence, we use this tool in our cloud-IoT
environment. Table 2 presents the important simulation
parameters.

TABLE 2. Simulation parameters.

Parameters Value
Simulation area 1000 mx1000 m
Number of users 50
Number of IoT devices 50
Number of sensitive devices 25
Number of nonsensitive devices 25
Communication range of IoT 100 m
devices

Number of cloud servers 2
Number of trusted authorities 1
Number of gateways 2

Block size 128 bits
Maximum key size 1024 bits
Number of rounds 20
Maximum message size 500 MB
Simulation time 100 s

]
bllM%lE

1 Q
Pl

FIGURE 11.

Slmulatlon environment of cloud-loT.

Figure 11 shows the simulated cloud-IoT environment

with IoT devices, data users, gateway devices, cloud servers,
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and the TA. In this simulation, the [oT devices are sensing
their surroundings in the range of 100 m. The sensor data
produced by the IoT devices are then encrypted according to
the specified scheme. The encrypted data are sent and stored
in cloud servers via the gateway devices. The TA provides
security to the stored data by providing access control through
the multilevel authentication scheme.

B. PERFORMANCE METRICS
This section describes the four performance metrics used in
performance evaluation.

C. COMPUTATIONAL TIME

Computational time is defined as the time taken to complete
a user request until the data retrieval process is completed
successfully. Computational time is also referred to as the
running time. The computational time metric is expressed as
follows:

Time required for i™ user

3

Computational time =
Total Number of user

D. SECURITY STRENGTH

The security strength metric is an important metric to ana-
lyze the proposed multilevel authentication and lightweight
encryption methods. Herein, we propose three lightweight
cryptography mechanisms to provide high security to sensed
data and allow multilevel authentication to protect data
against malicious users. The security strength metric mea-
sured in our work using key size.

E. ENCRYPTION TIME
Encryption time can be described as the time required to
convert plaintext into ciphertext. It can be computed using
the following expression:

Time required to encrypt i data

E tion time = . “
neryption fime Total number of data @

F. DECRYPTION TIME

Decryption time can be defined as the time required to convert
a ciphertext into plain text. It can be computed using the
following expression:

Time required to decrypt i data

. ()

Decryption time =
np Total number of data

G. COMPARATIVE ANALYSIS

In this section, we compare our proposed architecture with
CP-ABE, MCP-ABE, and FCS in terms of encryption time,
decryption time, computation time, and security strength.

H. IMPACT ON COMPUTATIONAL TIME
Computational time measures how much time is required to
complete the process of one user. A high computational time
indicates an inefficient method. We measure computational
time with respect to the number of users.
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FIGURE 12. Comparison according to computational time.

Figure 12 depicts the comparison of computational times.
The proposed scheme has a lower computational time than
existing methods, such as FCS and MCP-ABE. We use
lightweight cryptography encryption schemes with a low
encryption and decryption time. We run all three encryption
methods in parallel, hence the low computational time. Our
proposed scheme achieves a maximum computational time
of 22 s for 50 users. The MCP-ABE method achieves a
maximum computational time of 43 s for 50 users. This
method is slower than ours because it uses the ABF-based
attribute selection policy and thus takes long to find the
correct attribute of the requested user. In addition, ABF is
greatly prone to false positives, which indicate that attributes
are members of an access policy group when they really are
not. FCS takes a maximum of 40 s to complete the process
for 50 users. As it maintains the signatures of users in a
table, its computational time is high. From these comparisons,
we conclude that our proposed scheme achieves a lower
computational time than the existing methods of FCS and
MCP-ABE.

I. IMPACT ON SECURITY STRENGTH

The security strength metric is evaluated to measure the secu-
rity level of the proposed cloud-assisted IoT environment.
This metric evaluates the security of the stored data in the
cloud-assisted IoT. We measure security strength using the
key sizes of the proposed encryption schemes.

Figure 13 depicts the comparison of security strengths. The
proposed method achieves better security strength than the
existing methods of MCP-ABE and FCS. This superiority
of the proposed method can be attributed to the proposed
highly secure lightweight cryptography-based encryption
for sensed data of IoT devices. We use two algorithms,
namely, RC6 and Fiestel, for sensitive data encryption. The
proposed use of RC6 and Fiestel results in better security
than other encryption algorithms. As the proposed method
uses symmetric keys for encryption, it consumes less time
in comparison with other asymmetric encryption schemes.
Hence, the proposed environment achieves a maximum
security strength of 92% for a key size of 1024 bits.
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FIGURE 13. Comparison according to security strength.

The MCP-ABE and FCS schemes attain minimal security
strength due to their poor encryption schemes. The FCS
method achieves a low security strength for a key size
of 1024 bits key size because users only need to select
such key for encryption. This condition leads to reduced
data security. The MCP-ABE scheme achieves low security
strength because it encrypts data using bilinear pairing
keys with a low security of 75%. From these comparisons,
we conclude that our proposed method achieves high security
that exceeds that of existing methods by more than 17%.

J. IMPACT ON ENCRYPTION TIME

The encryption time metric is evaluated to determine the
proposed method’s efficiency in terms of time. Encryption
time refers to the time taken to complete the encryption
of plain data. Our work measures the encryption time with
respect to key size and message size.

Proposed m CP-ABE m MCP-ABE

1024

[\
W
[o)}

—
\O
[\

Key Size (bits)

128

T T

0 2 4 6 8 10
Encryption Time (ms)

FIGURE 14. Comparison according to encryption time vs. key size.

Figure 14 demonstrates the comparison of encryption
times with respect to key size. From the comparison results,
we conclude that our proposed encryption scheme has a
lower encryption time than CP-ABE and MCP-ABE. This
difference is due to our parallel use of the RC6, Fiestel, and
AES encryption methods. Moreover, the proposed method
uses a highly secure lightweight encryption scheme that
computes keys at a rapid rate and encrypts plain data
effectually with low computation time. The proposed method
achieves a maximum encryption time of 4 ms for a key size
of 1024 bits, whereas CP-ABE and MCP-ABE respectively
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require 8.96 and 6.99 ms for the encryption of plain data using
the same key size. From the comparison, we conclude that
our proposed method is faster than MCP-ABE and CP-ABE

in terms of encryption time.

Proposed = CP-ABE m MCP-ABE

B W
[ B el
oS O

[\*}
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(e}

Message Size (Bytes)
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0 2 4 6 8 10 12 14 16 18
Encryption Time (ms)
FIGURE 15. Comparison according to encryption time vs. message size.

Figure 15 illustrates that the proposed method requires
less encryption time than MCP-ABE and CP-ABE. Here,
the encryption time is measured with respect to message size
(bytes).

The proposed method achieves an encryption time of 12 ms
for a message size of 500 MB. By contrast, CP-ABE and
MCP-ABE respectively achieve maximum encryption times
of 16.52 and 15.96 ms for the same message size. The
CP-ABE scheme has a high encryption time due to its poor
encryption mechanism. It uses bilinear pair mapping-based
key generation, which is time consuming. The proposed
TSSS method divides the secret key into “‘n” shares, which
are large as the secret key itself. Thus, the secret key is
compressed before sharing. However, the same is not possible
for high-quality data and is time consuming. MCP-ABE also
requires a high encryption time because it involves a large
number of attributes for verification. From the comparison
results, we conclude that the proposed scheme achieves the
lowest encryption time among all methods compared herein.

K. IMPACT ON DECRYPTION TIME

Decryption time is evaluated to measure the decryption time
of the proposed method. We measure decryption time with
respect to key size and message size.

Figure 16 illustrates that our proposed decryption
mechanism achieves better results than CP-ABE and
MCP-ABE. This result is due to our proposed cryptography
encryption-based security schemes that perform decryption
rapidly. Herein, the cryptography encryption scheme is a
symmetric key-based encryption in which the encryption
and decryption functions are similar and thus reduce the
decryption time for converting cipher data into normal data.
Hence, we achieve a maximum decryption time of 14 ms
for 500 MB of data. By contrast, CP-ABE and MCP-ABE
respectively achieve maximum decryption times of 17.34 and
16.32 ms for the same data size due to their poor decryption
mechanism.
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FIGURE 16. Comparison according to decryption time vs. message size.
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FIGURE 17. Comparison according to decryption time vs. key size.
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Figure 17 indicates that our proposed method achieves
a lower decryption time than CP-ABE and MCP-ABE.
The CP-ABE and MCP-ABE schemes respectively achieve
maximum decryption times of 12.52 and 10.01 ms. The
CP-ABE method involves a large number of attributes
to verify authorized users to provide security to stored
data. Such high volume data are encrypted via bilinear
pairing, which involves numerous complex multiplication
operations that lead to a high computational time in data
decryption. Similarly, MCP-ABE involves multi-attribute
data and performs encryption/decryption operations through
a weak algorithm that tends to increase the decryption time.
From the comparison, we conclude that our proposed method
achieves better performance than the FCS, CP-ABE, and
MCP-ABE methods.

VII. CONCLUSION

In recent years, cloud-integrated IoT applications have
become popular among researchers due to their vital applica-
tions in organizations, private sectors, domestic appliances,
etc. This work proposes a secure cloud—IoT environment
using multifactor authentication and lightweight cryptogra-
phy schemes. The proposed method splits IoT devices into
sensitive and nonsensitive devices. We propose the use of a
hybrid cloud that contains public cloud and private cloud.
Sensitive device data are divided into two and encrypted
using the RC6 and Fiestel encryption algorithms. These data
are stored in a private cloud to provide high security via a
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gateway device. By contrast, nonsensitive device data are
encrypted using AES and stored in a public cloud via a
gateway device. Multifactor authentication is provided by
the TA. In this process, the user undergoes three levels of
authentication by providing their credentials, such as user
ID, password, and biometrics (e.g., retina and fingerprint).
We evaluate the performance of the proposed method using
metrics that include computational time, security strength,
encryption time, and decryption time. From the comparison
results, we prove that the proposed method performs better
than FCS, CP-ABE, and MCP-ABE.

In the future, we intend to propose mutual authentication
between gateway devices and IoT devices. In addition,
we aim to propose DDoS attack detection in cloud servers.
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